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Web Application Client-side Security



Client-Side security, specifically eSkimming 
prevention starts with JavaScript

JavaScript can perform any action and 
behave in any way it wants on any site 
where it is running (over 97% of all websites)

JavaScript has no native security controls

Attacks that use JavaScript

- Magecart (brand name)

- eSkimming (PCI terminology)

- Formjacking, Credential Harvesting, etc. 

JavaScript:
The Root Cause of 
Client-side Security 
Problems 
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82%
of code and actions

are outside your control

Protecting Data at the Point of Input  
A New Challenge for the PCI Community 
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What is a client-side supply chain attack?
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How client-side attacks happen

Third Party 
JavaScript Sources

Unsecured and 
Unmonitored
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PCI DSS 4.0



Requirement 6.4.3
PCI DSS v4.0

Inventory payment page scriptsConfirm authorization and provide a justification for each payment page scriptImplement a method to assure the integrity of each payment page script

1. Inventory payment page scripts

2. Confirm authorization and 
provide a justification for each 
payment page script

3. Implement a method to assure 
the integrity of each payment 
page script



PCI DSS v4.0

Requirement 11.6.1

Monitor HTTP response headersMonitor payment page script contents

1. Monitor HTTP response 
headers

2. Monitor payment page 
script contents



In a nutshell

Merchants and service providers must:

1. Inventory payment page scripts

2. Provide a written justification for authorized scripts

3. Implement a mechanism to verify the integrity of 
payment page scripts

4. Implement a mechanism to verify HTTP headers 
retrieved from the payment page at least once every 
seven days



Common 
Misconceptions

1111

“My eCommerce provider is going to 
block all scripts on payment pages…I’m 
good, good!!” 

“I fully redirect my checkout to my 
eCommerce provider…I’m good!” 

“I fully outsource payments – we 
segregated this environment from our 
website on purpose…I’m gooooood!!!” 

“We only run first party scripts on 
our payment pages…I’m totally 
good!!!!!” 
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• Isolate foreign scripts from the web page

• Block harmful activities such as Magecart 
style attacks

• Ensure beneficial behavior 

• Thwart attacks in real-time

• Securely integrate 3rd party code with 
minimal effort 
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REAL-TIME CODE CONTROL AND 
SUPPLY CHAIN VISIBILITY



30 Day Action Plan 
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From Zero to Compliant in 30 Days or Less
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Day 7 through 14

Day 1

Day 15 - 30

Day 30-60
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Working with CampusGuard and Source Defense
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