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Web Application Client-side Security
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The Pioneer & Global Leader in eSkimming
Security & Compliance

Consistently Recognized as Best in Class 

Category Creator & Market Leader
10 years of engineering and product development solely focused on eSkimming security
Trusted by more than 1,000 of the world’s leading brands 

Trusted by and Leading the PCI Community 
PCI Principal Participating Organization, PCI SSC Board of Advisors, 
PCI Small Merchant Taskforce,  Global QSA Partner Enablement Program of 150+ QSACs, PSPs

Best-in-Class, Most Trusted Offering in Market 
Dead-simple deployment, set-and-forget security with no operational burden
Purpose built for PCI Compliance, processes and reporting built-in by design 

Robust Global Partner Ecosystem
Global & Regional partners leveraging 
MSP, OEM, Reseller, Referral



Client-Side security, specifically eSkimming 
prevention starts with JavaScript

JavaScript can perform any action and behave in 
any way it wants on any site where it is running 
(over 97% of all websites)

JavaScript has no native security controls

Attacks that use JavaScript

- Magecart (brand name)

- eSkimming (PCI terminology)

- Formjacking, Credential Harvesting, etc. 

JavaScript:

The Root Cause of Client-

side Security Problems 

44



What is client-side JavaScript?
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What is a client-side supply chain attack?



Web Server
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How client-side attacks happen

Third Party 
JavaScript Sources

Unsecured and 
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PCI DSS 4.0



Requirement 6.4.3
PCI DSS v4.0

1. Inventory payment page scripts

2. Confirm authorization and 
provide a justification for each 
payment page script

3. Implement a method to assure 
the integrity of each payment 
page script



PCI DSS v4.0

Requirement 11.6.1

1. Monitor HTTP response 
headers

2. Monitor payment page 
script contents



In a nutshell

Merchants and service providers must:

1. Inventory payment page scripts

2. Provide a written justification for authorized scripts

3. Implement a mechanism to verify the integrity of 
payment page scripts

4. Implement a mechanism to verify HTTP headers 
retrieved from the payment page at least once every 
seven days
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