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Protecting Data at the Point of Capture 

• Rounding out websec 

• Enabling 3rd party service integration 

• Addressing the last mile of 3rd party risk management

• Supporting zero-trust and SBOM 
 

Addressing Data Security, Data Privacy and 

Compliance 
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Mastercard’s Global Partner in Digital Skimming Defense

Securing the backbone of eCommerce against 
eSkimming attacks 

 

Driving down risk and fostering trust in digital 
commerce
 

 
Identifying active campaigns, disrupting fraud 
schemes, enriching global threat intelligence 

 



Driving Down Digital Supply Chain Risk 

Most organizations unknowingly grant 

full trust to: 

• Analytics Platforms 
• Chat Widgets 

• Marketing Tags 
• Social Integrations 
• Scheduling Systems 

Source Defense closes this gap – preventing 

inadvertent data leakage and cutting off the client-

side attack pathway: 

By default, third-party code has full privilege in the 
browser. Source Defense enforces least-privilege 

access and blocks unnecessary access to sensitive 
data 
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What are digital 
skimming attacks? Why 

are they important?



Client-Side security, specifically data leakage 
prevention and eSkimming protection starts 
with JavaScript

JavaScript can perform any action and behave 
in any way it wants on any site where it is 
running (over 97% of all websites)

JavaScript has no native security controls

Attacks that use JavaScript

- Magecart (brand name)

- eSkimming (PCI terminology)

- Digital Skimming (Mastercard terminology) 

- Formjacking, Credential Harvesting, etc. 

JavaScript:

The Root Cause of 

Client-side Security 

Problems 
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Real-World Risks to Your Institution
source
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What a Single eSkimming Incident Puts at Stake

Client-side attacks on tuition payment and donation pages create cascading exposure across your institution

Reputational Damage

Public breach disclosure erodes trust with 

students, families, donors, and accreditors

Student & Donor Financial 

Harm

Stolen card data hits the people you serve 

most directly—those paying tuition or 

making charitable gifts

Regulatory & Legal Exposure

State breach notification laws, potential FTC 

scrutiny, and class action litigation can 

extend for years

PCI Non-Compliance Penalties

Card brand fines, mandatory forensic audits 

at your expense, and in severe cases loss 

of card processing

Operational Disruption

Incident response pulls IT, legal, finance, 

and communications into weeks of 

unplanned crisis work

Vendor Liability Ambiguity

Attacks often originate in third-party scripts, 

yet most vendor contracts don't clearly 

assign responsibility
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How does a digital 
skimming attack 

happen?



PCI DSS 4 Mandates 
Digital Skimming Protection

Merchants and service providers must:

1. Inventory payment page scripts

2. Provide a written justification for authorized scripts

3. Implement a mechanism to verify the integrity of 
payment page scripts

4. Implement a mechanism to verify HTTP headers 
retrieved from the payment page at least once every 
seven days



Web Server

Fourth, Fifth, etc. 

Party Sources

Social Media

Advertising

Analytics

Third Party 

JavaScript Sources

Unsecured and 

Unmonitored
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Data Exfiltration

Anatomy of a Client-Side Attack 

Attacker
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A quick poll: how is your 
institution handling 

digital skimming risk?
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What are some of the latest 
“innovations” in digital 

skimming attacks?
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Source Defense, Inc -  & 

Proprietary

Third Party 
JavaScript Sources

Web Server

Fourth, Fifth, etc.
Party Sources

Social Media

Advertising

Analytics

Firewall/WAF and 
Secure Connection
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Social Media

Advertising

Analytics

Source Defense, Inc -  & 

Proprietary

• Isolate foreign scripts from the web page

• Block harmful activities such as Magecart 
style attacks

• Ensure beneficial behavior 

• Thwart attacks in real-time

• Securely integrate 3rd party code with 
minimal effort 

+

+

+

+

+

REAL-TIME CODE CONTROL AND 
SUPPLY CHAIN VISIBILITY
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Working with CampusGuard and Source Defense



Thank you!
For more information: 
sourcedefense.com/request-demo/
matthew@sourcedefense.com 
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